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Comment

Gordon Sande’

It is a pleasure to provide comments on an article developing an idea whose time has
finally come. The standard comment is that this is a fine beginning, and if only the authors
had done it differently. However, the authors are to be commended for doing it at all. But
first, a review of some related topics.

Randomized response was introduced by Warner (1965). There was the usual round of
enhancements and improvements by others. Warner (1971) provided his own enhance-
ments. Rather than just further develop a clever algebraic trick, he clearly described a
viewpoint in which there is a distribution about which we would like to make inferences
and a distribution from which we can make observations. They are different distributions
but related in a well-controlled statistical fashion so that we can make the inferences even
though we cannot make observations directly of the distribution of interest. The relation-
ship is that we have a mixture of distributions. We do not know from which distribution in
the mixture an observation has been taken. The mixing scheme is randomized response. As
an example of his method Warner discusses the problem of a central database holder who
is trying to release a useful sample of observations that can be used for analysis while pro-
tecting the confidentiality of the data in the database. The observation space is more a con-
volution of distributions than a mixture, as the proposed scheme is to add data records
rather than anything we would now tend to think of as randomized response. The notion
that randomized response can be used when the analyst interviews the respondents through
the computer to obtain the released data is clear.

The basic notion underlying a public use sample is that it is a sample from the same
distribution as the original data. Actually we only want to make inferences about the dis-
tribution of the original data, so we are within the viewpoint that Warner described. The
operational effect of being a sample from the same distribution is that we can use the same
methods, and even the same software, as we would use for the original data. For training
purposes this is an overriding concern. For analysis purposes that is a considerable conve-
nience. But we also wish to deidentify, sample and perturb the public use sample to protect
the confidentiality of the respondents. There is a fundamental conflict between the objec-
tive of perturbing the data and having it be a sample from the same distribution as the ori-
ginal data. It should be no surprise that producing a public use sample is difficult. When it
is perturbed enough it is no longer a sample from the same distribution as the original data
and becomes unacceptable for analysis (Marsh et al. 1994).

The alternate question plays a central role in randomized response. The intent is that the
alternate question should have a distribution similar to the real question so that the
response would not indicate which question is being answered. If the real question is
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how often you have not fully declared all your purchases to customs in the last year, with
an expected answer of zero through five, then an alternate question of the score of your
favourite soccer team, with an expected answer of zero through five, might be plausible
but the score of your favourite basketball team, with an expected answer of 60 to 110,
would not be plausible. How to do this sensibly in the field is the practitioner’s art. It is
trivial after the fact that if one is interviewing the respondents through the computer to provide
the response they would have given if they had been interviewed using randomized response.
The pragmatic advice would be to use a random variable from the observed empirical distri-
bution as the alternate question and it will not be apparent when the alternate question has been
asked. The marginal distribution after randomized response will be unchanged.

The use of randomized response to release data while protecting confidentiality has
been rediscovered several times. Dalenius (1977) develops several topics including
non-reversible privacy transformations and notes both that Warner (1971) has a short dis-
cussion of randomized response used for this purpose and that they can be used to provide
public use samples. This author (Cox and Sande 1979) suggested it even with the use of the
observed empirical distribution and some cautions about inconsistent records. Fox
and Tracy’s (1986) monograph on randomized response methods has a section titled
Disclosure Control. Adam and Wortmann’s (1989) survey on query protection methods
for statistical databases includes using randomized response to provide a randomized data-
base from which it is safe to provide queries. Sdrndal et al.’s (1992) sampling text includes
comments on the use of randomized response for confidentiality protection. An extensive
literature review would surely provide additional rediscoveries of the use of randomized
response for confidentiality protection.

The difficulty of analysis makes its presence felt in the query protection methods as
there is a discussion of how to determine the related query that is required to determine
the randomized response estimators. The query protection needs both entries, or equiva-
lently one entry and the total, in a contingency table with two entries to do the estimation
for the randomized response procedure used for the yes or no variables. The related query
being determined provides the total. There is no development of the technique to more ela-
borate queries. A possible impression from this example is the common misconception
that randomized response can only be applied to a single variable. An example of the
bivariate use of randomized response is Chen (1978). Rather than treating randomized
response as a clever algebraic trick, Chen (1979) analyzes randomized response with
the theory of misclassified observations. The results are, of course, identical. His view-
point that this is just misclassification with a known mechanism makes much already
developed theory available. The description of randomized response as purposive misclas-
sification is a bridge to existing practice (Kuha and Skinner 1997).

None of this will be very surprising to experimental physical scientists. Particles of
light, photons, have a tendency to be misclassified as they often arrive at the wrong detec-
tor. We do not know which photon was misclassified but we often know the mechanism.
The optical design problems of the Hubble space telescope are a well-known example of
this type of problem. The misclassification mechanism is called the point spread function
in image restoration. There are several solution techniques available. Directly deblurring
images using a point spread function is prone to yield negative intensities. This is often
called Weiner filtering after its signal processing analog. The negative intensities are
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not considered acceptable and truncating the estimator to be positive is not considered to
be an improvement. Rather than just solving with the point spread function, the best posi-
tive estimate can be found using non-negative least squares (Lawson and Hanson 1974).
This is not commonly used in image restoration as there are other techniques which use
the special structure of the problem. The E-M algorithm is used, except it is called the
Richardson-Lucy method (Richardson 1972, Lucy 1974) as it was developed before the
E-M algorithm name was proposed, to provide an iterative technique of moderate iteration
cost with slow convergence. The physical science experiments differ from survey practice
in their much larger population of photons, their large number of classifications, or detec-
tors, and the insights from the highly structured circumstances of the experiments. Photons
are generally cooperative respondents. There is no need to be concerned with the confiden-
tiality of photons.

It is often instructive to consider a method in extreme settings. An example which pre-
sented itself recently was the problem of providing a microdata release for secondary ana-
lysts of a substance abuse survey (Sande 1996). The need for confidentiality in such a
survey is greater than usual, if such judgments can be made. There is much interest in
the data. The respondents are likely to be fairly recognizable and one might expect
some attempts to be made to reidentify the sample. Randomized response is already a stan-
dard interview technique for substance abuse, so the notion of using randomized response
for confidentiality protection of a microdata release is very natural. Under moderate rates
for the alternate question there will be some fraction of the records which have no modi-
fication to either their identification, often called key, or data fields and possibly even both.
This is an uncomfortable outcome, so we might choose to require that some of both the
identification and data fields must always be modified. This is a restriction on the rando-
mization which chooses the fields to be modified. The next step is to require that a fixed
number of fields be subject to modification. The control can be extended both across fields
and over records so there will be the right number of randomly chosen modifications in
both directions (Cox 1987). Since we want to be sure of the protection provided it is read-
ily suggested that a third or a half of the fields be modified. Perhaps some additional infor-
mation might be provided when half the fields are being modified by splitting the record
into two complementary randomized responses in the style of a Monte Carlo method
variance reducing swindle.

The ability to do effective record linkage is reduced when the matches may be spurious
because of the purposive misclassification. If our objective is to frustrate record linkage
attempts, we can take the additional step of having the alternate question never return
the correct response. A readily available alternate question is the anything but the actual
response distribution given by the empirical distribution with a zero at (i.e., conditional
on) the actual response. This alternate question never provides the correct response and
looks like the true responses in the population. The marginal distributions will no longer
be exactly preserved. (The marginal distribution can be exactly preserved in some cases by
use of other conditional distributions. We may not like these conditional distributions
when they exist. We must be prepared for the general case so there may be little gained
from exactly preserving the marginal distribution when it is possible.) The anything but
alternate is very close to Warner’s (1965) original suggestion of inverting a yes or no ques-
tion as the alternate question. It fails when there are only two responses and there is a high
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rate of use of the alternate. This scheme of controlling the randomization and conditioning
on the actual response would never be attempted for field interviews as it is too elaborate
but is simple after the fact in the computer. The analysis would require corresponding care
to deal with both the controlled randomization and the known mechanism misclassifica-
tion. We can now guarantee that the microdata release is a third or a half carefully con-
trolled statistical noise, fit only for statistical consumption and use in making
inferences. One might even expect some rather wry comments on the nature of such data.

When we are in such an extreme setting as a substance abuse survey we may be willing
to tolerate the increase in variability, and the need for special analysis techniques, if that is
the only way to have access to a microdata release. Safe data has a high price which may
be justified. The provision of a safe setting for the data will also be attractive but may be
difficult to arrange. When the source of data for the microdata release is a larger survey or
census, the variability can be lowered by using a higher sampling rate. The higher security
of the controlled and conditioned randomized response release will permit the higher sam-
pling rate. If we increase the sampling rate to include the whole source file, we will have
produced a randomized database from which we can permit all possible queries. When the
permitted queries must be built up from the usual classification-based queries, the problem
of producing the randomized response estimators should be tractable.

Enough review. The problem of inconsistent data is raised by the authors. Their exam-
ple of maternal parity is a nice example of a single attribute which would be subject to
randomization being represented by several fields in the data records. The opposite
form is where several attributes, town within region is their example, are represented in
a single field of the data record. Another version of this problem is where the same attri-
bute is represented in several fields, as would occur if one had both the birth year and age
of a respondent. Redundancy is often deliberately sought to aid in the editing and checking
of the data. Randomization should not be applied to an attribute in a way which would
produce inconsistent results in data fields. All these examples illustrate that the number
of attributes and the number of data fields are not the same. These examples are simple
to recognize but the problems introduced by longitudinal data are much more difficult.

Randomized response is more than just a set of clever algebraic tricks, notwithstanding
the impression one gets from its literature. The ability to do randomized response after the
fact in the computer on the behalf of the respondent means that the problems of operational
simplicity and respondent biases are eliminated. It is simple to exactly preserve the mar-
ginal distributions although we may choose to do so only approximately. There are esti-
mation techniques other than the proposed one available. The solution method proposed
by the authors is the direct analog of Weiner filtering with truncation to positive values.
Physical scientists choose not to use it for positive quantities and that is undoubtedly
good advice. The connections to conventional statistics come through the notions of mix-
ture distributions and of known mechanism misclassification. These connections should be
used.

The authors are to be commended for actually trying a method that others have only
talked about. With the method in use, we can think about it in more constructive terms.
One immediate benefit is that it helps us recognize the nature of the assumption that a pub-
lic use sample is a sample from the same distribution as the original data. It has become a
definition of a public use sample. This need not be the case. We can now discuss the
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consequences of the assumption and possible alternative microdata release strategies. The
use of mixture distributions to bypass the issue of disclosure risk in a microdata release
would seem to be worthwhile. It does require that we not be timid in the use of randomiza-
tion. It is clear that record linkage techniques have become sufficiently capable that pre-
paring conventional public use samples will not be possible much longer (Fellegi 1998,
Winkler 1998). The use of highly attribute-coarsened public use samples for training pur-
poses may still be possible. For other uses we will need either safe settings or techniques to
provide safe data. The use of mixture distributions can frustrate the record linkage meth-
ods when used with both controlled and conditioned randomization. The cost will be
increased variability for the fixed sample sizes of special purpose surveys or increased
sample size for microdata releases from censuses. We will need to gain experience with
the tradeoffs involved. The need for special analysis techniques is evident when we use
the mixture distributions viewpoint. We see that the special analysis is not greatly different
than what we already do when we use the viewpoint of randomized response as purposive
misclassification, although not all analyses have dealt with misclassification.
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