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MONA user guide

MONA (Microdata Online Access) is Statistics Sweden’s platform
for access to microdata. In MONA, users can process data online
without the microdata ever leaving Statistics Sweden.

The processing is done via what is known as a remote desktop.
When you are connected to MONA’s remote desktop, mouse clicks
and button presses are sent to servers at Statistics Sweden, which
then do all the processing and send back the image with the
programs you have running.

The user experience is similar to working with your own Windows
computer, but all folders, files and software are located in MONA.
This allows for high availability while protecting the data from
unauthorised access. It also means that you can do large-scale
processing without having your own powerful servers.

Tabellbyggaren

If you only have access to Tabellbyggaren, you do not need to
connect to a remote desktop. Tabellbyggaren opens in your
browser.

MONAWeb

In addition to the remote desktop, there is also MONAWeb, where
you can upload and download files from MONA, search metadata,
etc. The terms of use for MONA are also available there.

For more information, see sch.se/mona-en.



https://scb.se/en/services/ordering-data-and-statistics/ordering-microdata/mona--statistics-swedens-platform-for-access-to-microdata/
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1. Rules and regulation

1.1. Receiving organisation is responsible

When Statistics Sweden has released microdata, the recipient will
then be responsible for the data, irrespective of whether the data
was released in MONA or in some other way. “Recipient” means
the organisation to which the data was released. Data is released
to separate storage areas, known as MONA projects. The recipient
is responsible for these MONA projects and the data they contain.

The recipient may supplement Statistics Sweden’s delivery of data
with other microdata or information needed for the purpose for
which Statistics Sweden made the delivery. This could be the
user’s own information, or information from other authorities,
programming code or statistics.

Under the General Data Protection Regulation (GDPR), the
recipient is the personal data controller for the personal data that
they process, while Statistics Sweden is a personal data processor
through its provision of storage areas in MONA. A personal data
processing agreement (PDP agreement) regarding the personal
data in MONA must be signed between Statistics Sweden and the
recipient.
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1.2. Data in MONA is protected by secrecy

The microdata disclosed and made available by Statistics Sweden
in MONA is always protected by secrecy, which means that the
recipient is bound by a duty of confidentiality.

The General Data Protection Regulation (GDPR) applies to all
processing of personal data. Disclosed microdata relating to
individuals is usually personal data, even if information directly
identifying the person, such as personal identity number and
name, is not included.

Special rules apply if you are going to use personal data that is
sensitive under the GDPR (e.g. data on health and ethnicity). If
such data is used in a research project, the Act on Ethical Review
of Research Involving Humans (lagen (2003:460) om etikprévning
av forskning som avser ménniskor) stipulates that the project must
have authorisation from the Ethical Review Authority. Violating
the law is a criminal offence, and anyone who does so may be
subject to fines or imprisonment.
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1.3. Terms of use

The purpose of the terms of use is essentially to enhance the
protection of data in MONA. A violation of these terms could also
constitute unauthorised processing according to the General Data
Protection Regulation (GDPR) and, when this occurs, a personal
data incident shall be reported to the Swedish Authority for
Privacy Protection. Under the GDPR, it is for example not
permitted to provide unauthorised access to personal data, which
could be the case if a user discloses login details to others.

Use of MONA is permitted within the EU, EEA, and third countries
approved for data transfer by the European Commission. The
terms of use prohibit the use of MONA in countries not approved
by the European Commission. For this reason, using MONA from a
Swedish embassy or consulate in a third country not approved for
data transfer, or using a network connection (VPN) to route traffic
to MONA via a third country not approved for data transfer, is
prohibited.

The list of third countries approved by the European Commission
for data transfer is available here:

Adequacy decisions | European Commission (europa.eu)

It is not permitted to use MONA from the US or Canada.

If the responsible organisation is a government agency, the agency
is responsible for the data stored on the shared storage space and
on the personal storage space (My Documents). The agency
decides what to do with data stored on the shared storage space
and on the personal storage space when use of MONA has stopped.
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2. Login

Electronic identification (e-ID) is the primary login method for
MONA. Currently, users can log in with BankID or Freja eID+.

For users that are unable to use electronic identification it is
possible to authenticate with an app that provides One-time

MONA - Statistics Sweden’s

platform for access to DaSSWOrdS (OTP) .

microdata

MONA (Microdata O

An account is either linked to e-ID or to OTP; it is not possible to
combine these. New MONA users get an email with instructions on
how to get started and choose a login method.

More information and a link to the login page is available at
scb.se/mona-en

2.1. Approved country

MONA may only be used in an EU or EEA country, or in a third
country approved for transfer by the European Commission.

The login page blocks connections from countries that are not
approved.

Use of a VPN connection to bypass this restriction is not allowed.
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2.2. Logging in with electronic identification (e-ID)

Logging in with e-ID does not require a separate password or other
authentication. All you need is:

1. Username
2. BankID or Freja eID+

Follow the steps below to log in with BankID or Freja eID+.

2.2.1. Logging in with e-ID — Open the login page

Open a browser and go to scb.se/mona-en

To access the login page, click on

MONA - Statistics Sweden’s

platform for access to i
microdata MONA login portal

2.2.2. Logging in with e-ID — Terms of use

Welcome to MONA When you log in, you accept the terms of use for MONA

By logging into MONA, you accept the Terms of Use.

Read the terms, in Swedish or English, before logging in .

and read them again if necessary. Click on Accept
Violating the terms may result in suspended access.

Violations of Swedish law will be reported.

MONA requires cookies. Read about cookies at SCB.

2.2.3. Logging in with e-ID — Choose login method

Log in with Click on BankID or Freja elD+

BankiD or Freja elD+
One-time password (OTP)
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Enter your username

Login

Information.

Do you want to know more about e-identification? Then go to
elegitimation_se

Select the authentication method

BankID on this device
BankID on ancther device

Freja elD+

2.2.4. Logging in with BankID — Enter your username

Enter the username you have received.

2.2.5. Logging in with e-ID — choose e-ID

Statistics Sweden has an agreement with twoday AB for e-ID
authentication. The address in the browser therefore refers to
https://idp.ciceron.cloud/ during the authentication.

Choose an e-ID and follow the instructions.

SCB — MONA user guide
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2.3. Logging in with one-time password (OTP)
This login option requires:

1. Username
2. Password
3. One-time password (OTP) from an app

MONA Support sends a welcome email to new users. This email
contains your username and instructions on how to link your
account to OTP login.

MONA Support only sends passwords by registered mail. You must
change your password the first time you log in.

Information on how to download and configure the app is
available via the welcome email.

The one-time password from the app is based on a standardised
method for time-based one-time passwords (TOTP). There are
several apps that support this standard, but Statistics Sweden
recommends the Google Authenticator app.

2.3.1. Logging in with OTP — Open the login page

Open a browser and go to sch.se/mona-en

To access the login page, click on

MONA - Statistics Sweden’s

platform for access to i

microdata MONA login portal
a jen's platfor ess to

mics use s data
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Welcome to MONA

By logging into MONA, you accept the Terms of Use.

Read the terms, in Swedish or English, before logging in
and read them again if necessary.

Violating the terms may result in suspended access.
Violations of Swedish law will be reported.

MONA requires cookies. Read about cookies at SCB.

Log in with

@ One-time password (OTP)

Enter your username and
password

2.3.2. Logging in with OTP — Approved country

When you log in, you accept the terms of use for MONA

2.3.3. Logging in with OTP—- Choose One-time password (OTP)

Click on One-time password (OTP)

2.3.4. Logging in with OTP — Enter username and password

Enter the username you received in the welcome email and your
password.

The first time you log in, you enter the password you received by

registered mail. You will also have to change it to a new password
of your choice.
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2.3.5. Logging in with OTP — Enter one-time password

Start the app on your smartphone.

= e Enter the six-digit one-time password (without spaces) from the

MoNA

I 292 351 . app in the OTP field.

The one-time password is valid for 30 seconds. The app shows how
much time is left with a timer to the right of the password. When
' the time expires, a new password is generated.

Note: For login to work, the clock on your phone must be
synchronised.

Enter your one-time password
(OTP) from your app

2.3.6. Logging in with OTP — Choose a new password
If you have not changed your password for a long time or if you are
logging in for the first time, you must change to a new password of
your choice.
The password in MONA must contain at least 14 characters, and
Change password must contain characters from at least three of the following
The domain password has expired. Please change the password Categories:

New Password

e Lowercase letters (a-z)

e Uppercase letters (A-Z)

e Numbers (0-9)

e Special characters (non-alphanumeric):

Confirm Password

~l @#$%N&*_ -+ =(
Y{ Y[ T 5" " <>, .02

Enter the new password in both boxes.
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3. The portal

After logging in, you will be taken to a portal with two icons:

[ s - o
- — - 1. MONAWEB
ﬂ}B WONA - logged n a3 “mite=t oo ] A web page where you can accept the terms of use, upload
and download files from MONA, review metadata, request
T that your account be closed, etc.

Q0&Ho o
\\ L/

ONA e = 2. Remote Desktop (RDP-file)

ferms of Use, My fles, Metadata and mre Connection to remote desktop in MONA with access to

data, software, etc.
L »$ » == 3. Tabellbyggaren
Remote Desktop (ROP-fe) - A tool for accessing special databases without accessing
Open the ROP file and click “Connect” 1o access your data in MONA the remOte dESktop .

[ ]

| |
Tabellbyggaren

4. Connecting to the remote desktop
- Once you have logged in to the portal, follow the steps below to
D | connect to the remote desktop.
\ (\ A Remote Desktop program is required to be able to connect to the
J remote desktop. If you are connecting from a Windows computer,

the program Remote Desktop Connection is pre-installed.

If you are connecting from a Mac computer, the Windows App
application is available from the Apple AppStore.

It is also possible to connect from a Google Chromebook and Linux
computer, but this is not described in this guide.
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Remote Desktop (RDP-file)

Open the RDP file and click "Connect” to access your data in MONA

& Microsoft Edge

£ 15t oL @
isuz  Nerladdningar By Q e ok >
— |
& Vad vill du gora med launch3a726ae.rdp?
Oppna Spara som ~ Logout
| e Vadvill du g6ra med launch2d2f0edb.rdp?
Oppna Spara som ~
isam
@ Morzilla Firefox
- (m) X
desk/webtop.euiwebtop=/yDMZ/portal.mona sch.se_we 7 =
— —
launch9a546969.rdp
)
9 Oppnafil but
W e
A Filen

(o Google Chrome

4.1. Connecting to the remote desktop from a Windows
computer

Follow the steps below to connect to the MONA remote desktop
from a Windows computer.

4.1.1. Click on the link (Connect from a Windows computer)
Click on “Remote Desktop (RDP-file)”

The link leads to an RDP file with a name like
“launchde3adé6b.rdp”

4.1.2. Open the RDP file (Connect from a Windows computer)
Open the file in the “Remote Desktop Connection” program.

The program is part of Windows and should be the default
program for opening the file.

It is possible to open the file directly from the browser. How you
do this depends on which browser you are using.

Each RDP file is valid for one connection, so always click on
“Remote Desktop (RDP-file)” and open the latest file to connect.

In Microsoft Edge and Mozilla Firefox, downloaded files appear
in the top right corner. The most recent file is at the top of the list.

In Google Chrome, downloaded files appear in a list at the
bottom. The most recent file is on the left.
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& Anslutning till fjarrskrivbord sakerhetsvarning X

1§ ';‘ Verifiera utgivaren av den har fjarranslutningen?
€

Den har faranslutningen kan skada den lokala datorn eller fiarrdatom och kan anvandas for att stisia
Igsenord eller fler, Kontrollera att du ltar pd utgivaren innan du ansiuter. Mer information.

A Utvere *.mona sch.se
W Anslutning tl frrskrivbord
Fiarrdator: terminal3.micro.intra
Gatewayserver:  portalmona.sch.se

LAt fiarrdatorn ansluta il foljande resurser pd datorn:
() Smartkort eller Windaws Hello for foretag
() webAuthn (Windows Hello eller sakerhetsnycklar)
Ourkiep
() skrivare.
Andringar av dessa alternatv galler endast for den har ansiutningsstart.

[CJkomihg mina val for fiarranslutningar fr&n den har utgivaren

Anslut avbryt |

Remote Desktop (RDP-file)

Open the RDP file and click “Connect” to access your data in MONA

4.1.3. Click on Connect (Connect from a Windows computer)

When you open the file you will be asked if you trust the publisher
*.mona.sch.se

You do not need to mark any of the resources

Clickon | Connect

4.1.4. The remote desktop opens (Connect from a Windows
computer)

The remote desktop opens in full screen mode.

If you have multiple monitors, the remote desktop opens on the
primary monitor.

4.2. Using multiple monitors (from Windows computer)

4.2.1. Click on the link (Multiple monitors from a Windows
computer)

To use multiple monitors simultaneously, you need to edit the
RDP file before opening it.

Click on “Remote Desktop (RDP-file)” and save the RDP file to a
folder where you can find it.

4.2.2. Edit the RDP file (Multiple monitors from a Windows
computer)

Find the RDP file in Windows Explorer.

Right-click on the file and select “Edit”.
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Es Anslutning till fjérrskrivbord

| Anslutning till
"¢ Fjarrskrivbord

Almant  Bildskam | okala resurser Prestanda  Avancerat

Bildsk amskorfiguration

Walj storlek pa fjamskrivbordst. Dra reglaget s3 langt &t hoger

& som mgjiigt om du vill anvanda helskamslage

Liten Stor

Helskam

[] Anvand alla bildskamar for fiamsessionen

Farger
. Val fargdiup far fjamsessionen.
Hagsta kvalitet (32 bitar) ~

[ Visa ansiutningsfaltet i helskamslage

) Do gemativ Hidlp

Your Windows
in the cloud

Remote Desktop (RDP-file)
Open the ROP file and click “Connect” to access your data in MONA

4.2.3. Change the settings (Multiple monitors from a Windows
computer)

Go to the tab| Display

Tick the box:

[ use all my monitors for the remote session

Clickon | Connect

4.2.4. The remote desktop opens (Multiple monitors from a
Windows computer)

The remote desktop opens on all monitors.

4.3. Connecting to the remote desktop from a Mac
computer

Follow the steps below to connect to the MONA remote desktop
from a Mac computer.

4.3.1. Install the app (Connect from a Mac computer)

To open the MONA remote desktop from a Mac computer, the
Windows App (Microsoft Remote Desktop) app must be
installed. The app is available from the Mac App Store:

https://apps.apple.com/se/app/windows-
app/id12952034662mt=12

4.3.2. Click on the link (Connect from a Mac computer)

Click on “Remote Desktop (RDP-file)”
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4.3.3. Open the link in the app (Connect from a Mac computer)

If the Windows App is installed, a pop-up box will ask if you want
to open the link.

If you do not want to see the question again, you can tick the box:

] Always allow https://portal.mona.sch.se to open RDP links

Click on m

4.3.4. Connect to the remote desktop (Connect from a Mac
computer)

Wait while Windows App opens and connects.

4.3.5. The remote desktop opens (Connect from a Mac
computer)

The remote desktop opens in full screen mode.
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4.4. Special characters on a Mac computer

There are some differences between Windows and Mac keyboards.
The table below provides a general guide to differences between
which keys generate some of the special characters.

Key combination Key combination

Character (Swedish layout) (English layout)

$ [ctrl ][ alt ][ 4 ]
| et Ooshift || o

T

oshift | 6 |

v (o) )
e Eal-y i
(e a0
o (o) )(3 ) (omn)| L |
s (=) (1)

SCB — MONA user guide 17 of 22



5. Use

5.1. Information after login

When you log in to the MONA Remote Desktop, an information
box appears. This box contains information about upcoming
maintenance work and other items of interest to MONA users.

It also contains information about the project you have access to
and a link to the storage space for the project.

5.2. MONA info - guides in MONA

The start menu of MONA contains a shortcut to “MONA info”,
where you can find guides for using MONA.

In the start menu, you will find the software you can use. Please
note that the content varies depending on your order and your
access rights. A complete list of software can be found at
sch.se/mona. Contact MONA Support if you are missing any
software in your start menu.

For longer and more resource-intensive processing, please use our
batch environment. A guide for the Batchclient program can be
found in “MONA info”. The guide states which software can be
used in the batch environment.
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5.3. Folder system

The My Documents folder is your personal storage space. Here you
will find shortcuts to your projects and files you upload are found

InBox

in the “InBox” folder. Please note that “My Documents” is limited
Super to 250 megabytes per user, and you are not allowed to save

il microdata here. So, be sure to save all data in the project folder.

D _voNAnfermation

POODT_SCB testprojekt 1

s The My Projects folder leads to the project’s storage space, which
= contains the following folders:
= et - ProjektID_Data: Here you will find data files, if the project is
€ e ook RO0IS 5 v & O Seenres delivered in files (i.e. not as views in SQL).
§ poowrem ProjektID_Gem: This is where you save the files you produce. It is

a folder that all users in your project can access. You can also
create your own folder structures here. Remember to regularly
delete files that do not need to be saved.

5.4. Uploading files to MONA

A AN
@ 0 h:N:;B e 0 If you need to use files located outside of MONA for processing
MONA web related to the project, you can upload them via the “My Files”
S — page. “My Files” is available via the “MONA web” link in the
portal.

. _ T Information on which files you can upload can be found on the
“My Files” page.
i Uploaded files are reviewed and then placed in the “InBox” folder
e in your “My Documents”. This may take a few minutes.

1D _MONAnfermation
PO0O1_SCE testprojekt 1

PO0D2_SCB testprojekt 2

7 items
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5.5. Downloading files from MONA
To download results, use the application “Export files from
MONA?” in your Start menu. Exported files are available for

download via the “MONA web” link in the portal.

Downloading of microdata is never allowed.

QO0EPO 0

MONA web

Terms of Use, My files, Metadata and more
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6. Logging out of the remote desktop

6.1. Your remote desktop session

When you open the remote desktop, you start or resume a session.
There is no time limit for active sessions, but after 30 minutes of
inactivity you will be automatically disconnected. You have the
option to resume the session if you log in and open the remote
desktop again within 60 minutes of disconnection.

f o

To keep a disconnected session longer, you need to click on Log
off in your start menu in MONA. It is among the icons in the start
ot ety menu and should also be at the top right of the start menu.

oen MONA

Via Log off, you can either choose to log off directly via the blue
button that says Log off or you can choose to disconnect your
session but keep it running longer by clicking the button
Disconnect and keep session alive.

If you choose Disconnect and keep session alive, you can be
disconnected from your session for up to 16 hours, after which it
will be terminated.

(= Log off : : :
As long as your session is running, you can resume your work. The

next time you log in, the programs you had running will still be
there and if you have started calculations, they will continue to
Do you want to log off and close your MONA-session? run While you are dlSCOHI’leCtEd.

Any open programs will be closed, but batch jobs will keep on running.

When your session ends, your programs will be terminated and

processing will be interrupted. Some programs may have
functions to automatically save code and other things that can be
Cancel resumed, but to be safe, you should always save your changes.
Files that you have saved will always be there the next time you
log in.

®© Logoff X

Disconnect and keep session alive (max 16 hours) |

For longer and more resource-intensive processing, we refer to
our batch environment. Programs in the batch environment are
not interrupted when your session ends. Tutorials for the
Batchclient program can be found in "MONA info".
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7. Logging out of the portal

7.1. Logging out of the portal

— To log out of the portal, click on the button
mB MONA - logged in as "mrtest m

If you have closed the remote desktop, but still have a session
TN running, it will not be affected by logging out of the portal.

QO0ER0 0

MONA web

Terms ol f Use, My files, Metadata and more

Remote Desktop (RDP-file)
Open the RDP file and click “Connect” to access your data in

| =EEEE
1 1 [ 1
A
Tabellbyggaren
7.2. Logging out of the portal due to inactivity
Do you want to stay connected? If you d.o nc.)t have a remote desktop open or are not actively doing
Vour session hes basn idle. For yaur securty yau il be something in the portal or MONA web, you will be automatically

logged out in:

85 seconds logged out of the portal after 5 minutes.

This does not affect any remote desktop sessions.

8. Ending your use of MONA

Remember to inform MONA Support when you no longer have the
right to use MONA, i.e. when your employment is terminated or
you no longer need to use MONA.
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