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Conflicts Between the Needs for
Access to Statistical Information
and Demands for Confidentiality

Stephen E. Fienberg’

Abstract: With the growth of computer-
based government records and the con-
tinued collection of statistical data for
research, especially in the social sciences,
there has been a concomitant growth in
the desire to access statistical information
by government, industry, and university-
based researchers. Moreover, as a result of
modern computer technology and ever-
expanding computer networks, the costs of
data acquisition and transfer continue to
drop, and the desirability of access to
statistical information collected by others
increases. While government statistical
agencies and survey researchers have
always been concerned about the need to

1. Introduction

The past three decades have witnessed not
only the dramatic growth of computer-
based government records but also the
increased focus on the collection of
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preserve the confidentiality of respondents
to ensure the quality of statistical data,
these concerns have been heightened by
the decline in response rates for censuses
and surveys over the past two decades.
This paper examines the seeming conflicts
between the two perspectives of data access
and confidentiality protection and briefly
outlines some of the issues involved from
the perspectives of governments, statistical
agencies, other large-scale gatherers of
data, and individual researchers.
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statistical data for research, especially in
the social sciences. Not surprisingly, there
has been a concomitant growth in the
desire to access statistical information by
government, industry, and university-
based researchers, in order to take advan-
tage of data already collected and stored
in computer-readable form. Indeed, a new
information industry has arisen around the
use of government information merged
with private statistical records and then
repackaged and sold to both business and
government. And, at least in the United
States, the federal government has advo-
cated the private dissemination of govern-
ment statistical data as a mechanism to
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help defray the costs of data collection. The
demand for statistical data comes not only
from the traditional research and policy
constituencies, but also from banks, law
firms, marketing organizations, and even
private investigators and journalists. The
sellers of U.S. government data thrive by
providing access to individually identi-
fiable files in various administrative data
bases such as those containing drivers’
license records, real estate transactions,
and lists of individuals who are delinquent
in paying their taxes (e.g., see Rothfeder
1992).

Moreover, during the past decade we
entered a new era of computing and tele-
communications whose effect is only now
being realized. As a result of modern
distributed computing environments, mass
storage devices, and ever-expanding world-
wide computer networks, the cost of data
acquisition and data transfer continues to
drop. Of course, with the increase in compu-
tational power available to most statistical
analysts and the ability to analyze larger
and larger data sets with innovative
methodologies comes the prospect of big-
ger statistical mistakes and misinterpreta-
tions, against which we must guard.

A glance at my desktop explains much of
the revolutionary change the advances in
computing have brought. On it sits a mod-
ern computer workstation with 16 MB of
memory, a 400 MB disk, a graphical user
interface with multiple windows and multi-
tasking, multi-media capabilities allowing
me access to a compact disk reader and
centrally archived statistical data files. On
the compact disk reader, I can mount the
latest product releases from the 1990 U.S.
decennial census and, through my work-
station and networked computing devices,
I can reformat census data, analyze them
in one or more of a half dozen statistical
packages, and prepare publication quality
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tables, graphs, and maps. (Sadly, I note
that the census files to which I have access
have lost much of their useful detail
because of the application by the U.S.
Bureau of the Census of stringent disclo-
sure-avoidance procedures.) The comput-
ing facilities on my desktop are not unique
to my office or university. They can be
found in most universities, businesses, and
government statistical agencies, and if they
are not present today in your office, they
will be before too long.

Let us contrast this situation with that of
20 or 30 years ago. The results of the 1960
and 1970 U.S. decennial censuses were
available primarily in paper form, and
through a small number of specially funded
and licensed state computer centers that
provided special census tabulations to
researchers and policy makers using elabo-
rate mainframe computers, banks of tape
drives, and relatively crude statistical pro-
grams that did little more than compute
means and variances Or prepare Cross-
classifications. Research and policy use of
1960 and 1970 census files required substan-
tial resources and specialized computer
centers. Startup costs were high and few
could contemplate doing more than
request a few limited tabulations. My
personal workstation possesses far more
memory, storage, and facilities than the
entire specialized census computer center
we had at the University of Minnesota in
the early 1970s. In fact, today, anyone with
a desktop personal computer and a
modem can access and analyze masses of
census and survey data from a variety of
sources.

Researchers and other users of statistical
data have long recognized the desirability
for expanded access to statistical informa-
tion collected by others. They see substan-
tial value in such data, especially because
of the relatively low cost of accessing them
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as compared with the cost of collecting
similar information de novo. Modern
computing environments have provided
expanded facility for the analysis of such
data, but they also pose new dangers. The
ready access of public data and the ability
to search and link files raise new concerns
about the privacy rights of individuals and
the need to attend to issues of con-
fidentiality. Even in the more restricted
domain of statistical data bases, both pub-
lic and private, there are renewed concerns
about the confidentiality of individual
records.

Statistical agencies and survey research-
ers have always been concerned about the
need to preserve the confidentiality of
respondents in order to ensure the quality
of the statistical data that they provide,
and these concerns have been heightened
by the decline in response rates for censuses
and surveys over the past two decades.
There was an initial flurry of work on the
topic disclosure and disclosure avoidance
in the 1970s, e.g., see Rapaport and
Sundgren (1975), Barabba and Kaplan
(1975), and other papers at the 1975 Inter-
national Statistical Institute meetings, as
well as the symposium proceedings edited
by Dalenius and Klevmarken (1976).
Methodological advances then proceeded
fitfully for a number of years, but attention
to the issues has been heightened again over
the past six years, as is evidenced by the
growth in published papers on the topic,
special issues of Statistica Neerlandica in
1992 and the Journal of Official Statistics
in 1993, as well as a number of conferences
devoted to the topic of privacy and con-
fidentiality such as the one cosponsored by
the International Statistical Institute and
EUROSTAT in 1992.

The public is rightly concerned about
personal information gathered by govern-
ments and by private researchers and what

happens to it. A promise of confidentiality
does have an effect on cooperation rates
even though studies have shown that the
respondents only vaguely understand the
concept (see Panel on Privacy and Con-
fidentiality as Factors in Survey Response
1979; Turner 1982; Singer 1983; Singer,
Hippler, and Schwarz 1990). Even when
survey responses are truly protected by
law, respondents do not fully trust a con-
fidentiality pledge. The public concern cuts
both ways, however, and the principle of
democratic accountability articulated in
the new report by the Panel on Confidenti-
ality and Data Access (Duncan, Jabine, and
de Wolf 1993) also argues for the responsi-
ble dissemination of data to users.

In the remainder of this paper, I address
several aspects of the issues of privacy and
confidentiality as they pertain to statistical
data bases. My perspective is primarily an
American one, as I have spent the bulk of
my professional career in the United
States, but my comments reflect similar con-
cerns and assessments that are taking place
in Canada and in other countries around
the world. In the next section, I begin with
the broad research issues of the protection
of research subjects and informed consent
and then turn to the ethical and legal con-
siderations that must be confronted to
resolve the conflict between those laws and
norms that dictate expanded access and
the restrictions required to preserve privacy
and confidentiality. One of the difficulties in
addressing the conflict is interpreting in a
technical fashion what is meant by the key
notion confidentiality, which I do in Sec-
tion 3. In Section 4, I give a brief overview
of approaches for statistical data access
that have been proposed that guarantee
the preservation of confidentiality. In Sec-
tion 5, I describe additional concerns that
result from the use of regulatory data for
statistical purposes and the potential use
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of statistical data for regulation. Finally in
Section 6, I briefly list a few additional
issues.

2. Some Ethical and Legal Dimensions of
Privacy and Confidentiality

Ethical issues associated with human
experimentation and study, especially in
medicine, have been of increasing concern
over the past several decades and prescrip-
tions for the protection of human subjects
are typically enshrined in the doctrine of
informed consent, and overseen in the
U.S. by federally mandated institutional
review boards who are required to
approve research involving human sub-
jects. Especially in university settings,
these boards and committees are often
asked to approve sample surveys and it is
in this context that privacy and con-
fidentiality issues typically are considered.
It is common for university-based surveys
to promise confidentiality of the data
gathered to respondents, although there is
rarely a legal statute that university
researchers can rely upon to back up such
guarantees. For example, U.S. courts have
recently required scientists to surrender
raw data without confidentiality protec-
tion when analyses of the data have been
cited by parties in a lawsuit (see Marshall
1993). At the same time, the university
and research community has also come to
recognize the obligation it has to share
research data (Fienberg, Martin, and
Straf 1985), in part because of the scien-
tific obligation to permit others to judge
one’s work and in part because of the soci-
etal value that accrues from data access.
Thus the tension between confidentiality
protection and expanded data access is a
topic of heated debate (Panel on Scientific
Research and the Conduct of Science
1992, pp. 47-49).
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While the protection of confidentiality
in university research settings has been
discussed primarily in the context of
individuals, in government agencies the
concern extends quite rightly to establish-
ments and other units of observation, for
which the risks and consequences of dis-
closure are often substantial. Many of the
disclosure avoidance rules described below
were developed for censuses and surveys of
establishments. Privacy and confidentiality
concerns also extend to other forms of
sampling not involving surveys as we
commonly understand them. For example,
Rathje and Murphy (1992) describe
privacy and confidentiality concerns in
studies of garbage gathered from house-
holds and landfills!

There has been a longstanding govern-
ment interest and concern in the United
States over the confidentiality of statistical
data, especially as gathered in sample sur-
veys and censuses. The U.S. Bureau of the
Census operates under Title 13 of the U.S.
Code, and, virtually from its inception in
1929, Title 13 had explicitly addressed the
issue of the protection of the information
gathered. The current language® prohibits
the bureau from:

1. us[ing] the information furnished
under the provisions of this title for
any purpose other than the statistical
purposes for which it is supplied; or

2. mak[ing] any publication whereby
the data furnished by any particular
establishment or individual under
this title can be identified; or

3. permit[ting] anyone other than the
sworn officers and employees...to
examine the individual reports.

Most of the other U.S. statistical agen-
cies have some form of confidentiality

213 USC 9.



Fienberg: Needs for Access to Statistical Information and Demands for Confidentiality 119

protection as part of their legislative man-
dates, but few have as stringent language
and approach as does the Bureau of the
Census (Duncan, Jabine, and de Wolf
1993). Such legal guarantees of con-
fidentiality are not only a reflection of the
public concerns regarding disclosure but
also of the agencies’ desire for high quality
data. As Vincent Barabba noted when he
held the position of Director of the U.S.
Bureau of the Census:

The Bureau is zealous in pursuing the policy
of confidentiality not just for legal and
moral reasons, but also because of the
simple fact that the data collection system
ultimately depends on the goodwill and
cooperation of people and companies.
Should the public’s confidence in the
Bureau’s pledge of confidentiality for their
census returns erode, goodwill and coopera-
tion will erode. (Barabba and Kaplan 1975)
At the same time government agencies
have an obligation to report their data
widely and thus they recognize the need
for some balance between strict con-
fidentiality (however it is to be interpreted)
and the benefits derived from the release
of statistical information.

Government agency pledges of confiden-
tiality do not stand in isolation in the
United States, and two major federal laws
passed in the 1970s exemplify the tension
between confidentiality and data access:
The Privacy Act of 1974 and the Freedom
of Information Act. The former prevents
disclosure of records maintained on indivi-
duals while the latter prevents government
agencies from refusing to provide public
access to information (Norwood 1991;
OFSPS 1978). But in weighing the balance
between these two conflicting goals, some
federal statistical agencies appear to have
exhibited a clear bias towards withholding
statistical information and microdata
rather than providing it. This is the reason
those advocating increased access to data

have often pushed for explicit representa-
tion of disclosure risk and how an agency
assesses it in the context of specific requests
for data releases if the request is denied. To
judge the balancing of disclosure risk and
the benefits derived from the release of
data the statistician requires a technical
interpretation of words such as privacy,
confidentiality, and disclosure, and we
turn to this issue in the next section.

3. Some Formal Definitions and Technical
Specifications

By individual privacy, we typically mean the
freedom of the individual to decide how
much of the self is to be revealed to others,
when and to whom (Bulmer 1985). If
information is shared with others, as in the
setting of a survey or a census, then the
notion of privacy extends to cover guaran-
tees imparted to the individual when infor-
mation is collected. Confidentiality reflects
the desire of an individual to restrict access
to personal information by others or the
purposes to which it can be put. Privacy
can be thought of as a state of the person,
and thus the right to privacy is a personal
one, although it might also be thought of
as a property right. In contrast, confiden-
tiality is a state of the information (Rieken
1983). When harm or dysfunction is the
consequence of disclosure of confidential
information on an individual, then the
invasion of privacy becomes especially
problematic (c.f., Barabba 1975).

In the U.S., the Privacy Act provides for
disclosure without the consent of the
individual to whom the information per-
tains only with the “advance adequate writ-
ten assurance that the information will be
used solely as a statistical research or
reporting record, and the record is to be
transferred in a form that is not individu-
ally identifiable” (Section 552a(b)(5)). In
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interpreting this language, the U.S. Office of
Management and Budget has indicated that
this “means not only that the information
disclosed or transferred must be stripped
of individual identifiers but also that the
identity of the individual cannot be reason-
ably deduced by anyone from tabulations or
other presentations of the information (i.e.,
the identity of the individual cannot be
determined or deduced by combining
various statistical records or by reference
to public records or other available sources
of information)” (U.S. Office of Manage-
ment and Budget 1975). We discuss the
technical interpretation of such notions in
a moment.

As we noted above, the concepts of
privacy and confidentiality extend to estab-
lishments and organizations, although their
rights to privacy do not have the same
fundamental basis and are often subject to
greater regulation by government. The
boundary between data gathered for
statistical purposes and data gathered for
regulatory purposes is especially prob-
lematic and in a later section we discuss
the problems at greater length.

A key notion in all of these concepts is
that of disclosure, for which various
authors have attempted to provide a pre-
cise definition. For example, Fellegi (1972)
suggests that disclosure requires both the
recognition of an individual member of a
population included in a data release and
learning something about that individual.
In the context of sample surveys, the first
part of the definition would mean that
someone could actually identify a sample
member on the basis of the data release
without knowing a priori that the indivi-
dual was a member of the sample. The sec-
ond part means that the act of identifying
someone as a sample member by a unique
set of characteristics is not, in and of itself,
a disclosure without there being the release

Journal of Official Statistics

of additional characteristics which are then
identifiable. Fellegi goes on to discuss the
notions of direct and residual disclosure.

Here, we advocate the adoption of a
somewhat broader definition proposed ori-
ginally by Dalenius (1977) and slightly
reworded by Steinberg (1983):

If the release of certain statistical infor-
mation makes it possible to determine a
particular value relating to a known
individual more accurately than is possible
without access to that data, then a dis-
closure has taken place.

Duncan and Lambert (1989) describe this
notion as inferential disclosure and
contrast it with other notions of disclosure
proposed in the literature. This definition
is essentially a probabilistic one and is
related to other probabilistic definitions
such as those proposed by Cassel (1976)
and Frank (1978).

We now formalize the Dalenius defini-
tion. Let S be the data released and E the
information already known or available to
a given user. Further, suppose that we are
concerned about the disclosure of a charac-
teristic or property of an individual. Let D
be a characteristic, which may be a count
or a magnitude measured by the survey or
it may be some other characteristic and let
D, be the value of D assumed by the kth
unit, O,. For simplicity, suppose that
D, =1 if Oy has a certain property, and
D, = 0 otherwise. Then a disclosure occurs
if

Pr(Dy = 1S, E) > Pr(Dy = |E). (1)

This definition extends to magnitudes, and
in particular to the disclosure that an indi-
vidual’s value, Dy, lies within some inter-
val. Because almost any data release
provides some information about Dy, the
total avoidance of disclosure is impossible.
While confidentiality legislation .is often
written to imply zero disclosure risk, it is
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clear that all forms of disclosure cannot be
avoided as long as some information is
actually released. Thus we are left with the
approach of controlling or limiting dis-
closure. We also note that we can have a
disclosure according to equation (1) for
someone in the population who has not
actually provided data. Thus a disclosure
does not always produce a breach of
confidentiality.

There is general agreement that, after
specific identifiers, geographic information
poses one of the greatest risks for disclo-
sure. Steinberg (1983) suggests the simple
example of a user being able to deduce
information about a particular physician’s
income from a table that contains no clear
identification of individuals but that shows
a distribution of income, by occupation,
for each city ward. For reasons such as
this, statistical agencies have tended to
develop rules on the suppression of detailed
geographic information. For example, the
Census Bureau typically does not provide
geographic detail as part of microdata files
when an area has fewer than 100,000 per-
sons in the sample frame (Greenberg and
Zayatz 1992). Thus, in public-use micro-
data tapes for the National Crime Survey
(conducted by the Census Bureau for the
Bureau of Justice Statistics) the absence of
detailed local geographic information pre-
vents the kinds of statistical analyses that
would explore ‘“‘ecological” correlates of
crime victimization. Recent work at the
Census Bureau attempts to address this
analytical concern through the creation for
microdata files of “contextual” variables
that present reduced disclosure risk (Saal-
feld, Zayatz, and Hoel 1992). There is also
considerable agreement that longitudinal
information, such as is available from the
Survey of Income and Program Partici-
pation, makes for easy identification of
individual microdata files, but sensible

reporting rules for avoiding disclosure are
harder to develop for longitudinal records.

We note the special role played in expres-
sion (1) by external information, E, e.g.,
information available to the user from a
population register. Of special concern in
this regard is the release of aggregate infor-
mation in multiple and perhaps overlapping
forms which, when combined, allow for dis-
closure in the probabilistic sense. Thus for a
given release of statistical information, S, all
prior releases of information from the same
data base could be viewed as forming part
of E (even though this appears to be pre-
cluded in the formal framework originally
presented by Dalenius).

The Office of Federal Statistical Policy
and Standards (OFSPS) (1978) gives a
careful typology of instances of disclosure
according to the Dalenius definition,
including exact, approximate, probability
based, and indirect disclosures, for macro-
data (e.g., tabulations and other summary
information) and for microdata. The paper
distinguishes between external disclosure,
e.g., to someone who is not a member of a
particular cell in a tabulation, and internal
disclosure to another member of that cell.
For example, suppose that in a cross-
classification of firms there is a cell with a
count of 2. Then if firm A falls into that
cell, the release of the cross-classification
produces an internal disclosure to firm A
of the information associated with the
other firm in that cell.

The practical effect of a disclosure, in the
technical sense described above, is a
function of the magnitude of the disclo-
sure, which is measured by the posterior
probability Pr(D, = 1S, E), as well as the
extent of disclosure measured by the
difference

Pr(D; = 1|S,E) — Pr(D, = 1|E) |

= posterior — prior. ()
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Duncan and Lambert (1986, 1989) pursue
this probabilistic notion of disclosure by
applying an  uncertainty  function
(DeGroot 1962) to the probabilities, i.e.,
any nonnegative concave function U(e).
They then focus on quantities such as
knowledge gain,

U(posterior) — U (prior) (3)
or relative knowledge gain
(U(posterior) — U(prior))/U(prior). (4)

Factors affecting the risk of disclosure, in
addition to the prior information E, include
the choice of variables to be reported, the
age of the data files, and the aspects of
nonsampling error and their effects. The
extent of disclosure might be so slight as
to be essentially undetectable. Further-
more, agencies responsible for data often
do not have full knowledge about E, the
external information available to others.
The risk of disclosure in a release S for
population data, as in a census, is clearly
greater than for exactly the same kinds of
data releases for sample data. Indeed, the
real aim of an organization addressing the
issue of confidentiality is the exercise of
disclosure control and the acceptability of
disclosure risk associated with various
kinds of data in different situations.
Duncan and Lambert (1986) illustrate how
this probabilistic approach can be applied
to provide a justification for various ad
hoc rules proposed or actually used to
limit disclosure. A number of proposals in
the literature can be recast in terms of the
Dalenius definition and the probabilistic
or uncertainty difference measures. For
example, Frank (1978) and Greenberg and
Zayatz (1992) describe an approach to
measuring relative disclosure risk in terms
of the entropy. But Shannon’s entropy is
a member of the class of uncertainty
functions to be applied to posterior
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probabilities in the Duncan and Lambert
framework.

OFSPS (1978) provides an excellent
discussion of the issues and trade-offs
associated with assessing disclosure risk,
and it describes a variety of statistical
agency approaches to and policies on dis-
closure avoidance in the 1970s. Most of
these are ad hoc in nature and are inten-
tional, conservative attempts to deal with
the kinds of issues associated with the
more formal framework described in this
section. Except for the work of Duncan
and Lambert (1986), we have yet to see a
systematic interpretation of an agency’s
disclosure rules in terms of a technical
probabilistic framework such as that set
out here, or an agency attempt to translate
a given set of rules into a set of probabilistic
statements that can be interpreted and
understood by survey respondents and by
those requesting access to survey data.

Lambert (1993) argues that one can make
an assessment of the ad hoc rules currently
in use only when we have a working model
for the behavior of the intruder. This is the
approach adopted in Fienberg and Makov
(1993), who use a formal Bayesian frame-
work consistent with that introduced in
this section.

4. Statistical Disclosure-Avoidance
Options for Microdata

4.1. Identification and uniqueness

For many, the issue of disclosure is linked to
the possibility of identification of indi-
viduals through certain key variables,
called identity disclosure by Duncan and
Lambert (1989), and the resulting release
of sensitive information on those indi-
viduals. For example, Bethlehem, Keller,
and Pannekoek (1990) argue that a dissemi-
nated microdata set should be constructed
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so that it is impossible for others to link
records to individuals correctly by using
identifying information in the data set and
prior knowledge. This leads them to focus
on the “uniqueness” of individuals accord-
ing to the key variables that might be used
for identification (see also the early work
of Olsson and Block (1976) as well as
Dalenius (1986)). An individual is unique
in a population if he/she is the only one in
the population with a particular set of
values on the key variables. Similarly, an
individual is unique in a sample if he/she is
the only one in the sample with a particular
set of values on the key variables. Unique-
ness in the population implies uniqueness
in the sample but not conversely. A micro-
data set composed of a sample from a popu-
lation thus may contain ‘““‘uniques” who are
not unique in the population. Bethlehem
et al. (1990) consider the problem of estimat-
ing uniqueness in the population using
sample data and a superpopulation model.
They then attempt to relate their estimator
to disclosure risk for microdata.

Avoidance of identity disclosure can be
placed into a probabilistic framework, e.g.,
see Duncan and Lambert (1989), but it is
not equivalent to Dalenius’s inferential
disclosure approach. Several authors have
recently explored different aspects of
identity disclosure in microdata files from
different European countries. Paass (1988)
reports on disclosure experiments using
German government data (and large num-
bers of variables) with different search
strategies and finds high levels of identity
disclosure, even with somewhat noisy data
(but see the comments on his calculations
in Duncan and Lambert 1989). Marsh et
al. (1991) consider the probability of dis-
closure as a product of four components
and conclude that the disclosure risk for a
planned microdata sample from the British
census is on the order of 1 in 4 million.

Skinner (1992) explores the somewhat
weaker notion of prediction disclosure and
its relationship to identity disclosure for
microdata samples. Finally, Biggeri and
Zannella (1991) report on preliminary
results from simulation studies using
Italian microdata files. It is difficult to
draw any systematic conclusions from
these studies, except to note that, the larger
the number of variables on the microdata
files, the greater the risk of disclosure.

Despite the claims made by many authors
regarding the dangers of disclosure, there
are in fact few documented cases of serious
disclosure of sensitive information by a
modern statistical agency. As Sundgren
(1993, p. 512) notes, “If such a leak had
actually occurred, one could be reasonably
sure that some alert newspaper would
enthusiastically have scandalized the fail-
ing statistical office publicly.” This suggests
that most agency rules may have over-
emphasized disclosure risk and have been
less concerned with access to data and the
utility of data released. The disclosure
experiments reported by Blien, Wirth, and
Miiller (1992), in which scientific intruders
had enormous difficulty in identifying
uniques in anonymized microdata files
largely due to errors in the data, lend sup-
port to this view.

4.2. General approaches

No matter which definition of disclosure
one uses, the release of microdata may
pose serious risks, depending on the
numbers of variables involved and their
information content. The four most
frequently proposed solutions to the
preservation of data confidentiality in such
circumstances (aside from no release) are:

1. Remote access. In this solution,
statistical analyses are submitted by
researchers over a computer network
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to be run in a central location and
checked for possible violations of
confidentiality. The oft-cited example
is the Luxembourg Income Study.
See the discussion in Duncan and
Pearson (1991) and Smith (1991).

. Special sworn employees. The U.S.

Census Bureau has a tradition of
making individuals special sworn
employees and thus according them
on-site access to selected confidential
data in a manner similar to regular
census employees. All data released
as a result of such statistical activities
must meet the usual agency restric-
tions, and the special employees
cannot even take derivative analytical
files that do not meet release criteria.
In addition, the bureau must vouch
that special sworn employees are
working to serve the bureau’s needs.

. Licensing of researchers. Slightly less

restrictive is the licensing of research-
ers to use sensitive data files for
specific  purposes and  specified
periods of time, under conditions
that include penalties for improper
use. This approach has been tried
with the National Longitudinal Sur-
vey at Ohio State University and the
Panel Survey of Income Dynamics at
the University of Michigan. The
National Center for Education
Statistics has begun to use this
approach as well. For further details,
see Duncan and Pearson (1991).
Statistical models. This approach
releases either an “unidentifiable”
minimal-disclosure summary of the
data, such as a variance—covariance
matrix or a multiple cross-classi-
fication, or a transformed version of
original microdata (with identifiers
removed). We describe it in detail
below.
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4.3. Data masking for microdata

Duncan and Pearson (1991) give an excellent
description of approaches to the masking of
microdata. Suppose that X is an n by p
matrix representing the microdata for » indi-
viduals or cases on p variables or attributes.
Then matrix masking of the microdata file
X provides the user with the transformed file

M = AXB + C (5)

in lieu of X. The matrix A transforms cases,
B transforms variables, and C blurs the
entries of X or more generally AXB. The
use of M in lieu of X includes several well-
known approaches as special cases:

1. Release a subset or sample of the data
(delete rows of X).

2. Include simulated data (add rows to
X).

3. Add random perturbations to X.

4. Exclude selected attributes (delete
columns of X).

5. Release the  variance—covariance
matrix (choose A = XT).

Examples of transformations to X that are
not of the form M include swapping
(exchanging rows for a subset of the col-
umns of X) and the coarsening, grouping
or truncation of attributes.

Clearly the use of M needs some informa-
tion about (A, B, C), but the release of full
information is not allowed. Determining
what information can be released for a
given choice of (A, B, C) and the choice of
M itself are both active areas of research.
There are also issues regarding the effect
of linkage of files on choices of (A, B, C).
For example, suppose that we wish to
release information about two separate
data bases as well as a merged or linked
version of them using matrix masking. Just
what information about the three different
choices of (A, B, C) can be released? All
such questions must be addressed in the
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context of the probabilistic definition of dis-
closure described in the previous section.
Duncan and Lambert (1989) provide an
excellent description of how their disclo-
sure limitation approach can be applied to
the problem of releasing a transformation
of microdata, but they do not directly
address either the choice of the transfor-
mation, (A, B, C). or the information on it
to be released. Fuller (1993) gives a detailed
partially-Bayesian treatment of the proper-
ties of adding random normal perturba-
tions (where A and B are identity matrices)
to a multivariate normal vector, and he
describes a measurement error approach
to developing such additive masks for
continuous or for categorical data due to
Sullivan (1989). Little (1993) adopts a likeli-
hood approach to the masking problem and
exploits recent theory on treatment assign-
ment and missing data. His approach
makes explicit the role of the masking
selection mechanism in the likelihood func-
tion, something which is also relevant for a
Bayesian analysis. Little considers several
special cases of matrix masking, as well as
masking by coarsening. Rubin (1993)
proposes a similar approach through the
Bayesian method of multiple imputation.
The use of matrix masking techniques is
widespread in U.S. statistical agencies, but
critics claim that it provides only a partial
answer to disclosure avoidance as it
assumes that (i) all relevant data for statisti-
cal analyses do not come in the form of
n X p matrices, and (ii) the desired forms
of statistical analyses can be specified in
advance, thereby allowing the determina-
tion of a suitable transformation and the
information on it to be released (e.g., see
Smith 1991). In fact, most data can be
transformed into matrix form which is a
requisite for masking. Consider, for
example, longitudinal data of » individuals
for p variables at g time periods. The data

form an #nxpxgq three-dimensional
matrix that can be transformed into an
ng x pq block-diagonal matrix, with many
“structural zeros” but which does not lose
any of the information in the original
three-dimensional matrix. The problem is
that special masks need to be designed for
such arrays in order to facilitate sensible
longitudinal analyses. Similarly, hier-
archical data files can also be given flat file
or square matrix representations. To our
knowledge, however, limited effort has
been expended on the technical representa-
tion of disclosure issues associated with
the hierarchical longitudinally-linked data
files such as those generated from the
Survey of Income and Program Participa-
tion and from rotating panel surveys such
as the Current Population Survey and the
National Crime Survey.

How well do masking methods deal with
the trade-offs between confidentiality and
access? There appears to be a general pre-
sumption that, if X takes a particular form
or a specific class of analyses is planned in
advance, then a mask can be devised that
both protects confidentiality and does not
impede the analyses very much. On the
other hand, most statisticians agree that
masks designed as all-purpose protection
devises are likely to get in the way of
many standard approaches to data analysis,
especially ones that emphasize robustness,
outliers, and data leverage.

4.4. Cell suppression for cross-
classifications

A special case involving the deletion of
rows, cell suppression, is worthy of
additional discussion. Suppose we are
interested in summarizing a set of data in
the form of a cross-classification of counts
or nonnegative aggregates. Deleting or
suppressing a cell value is equivalent to the
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deletion of those rows of X for which

the entries in columns corresponding to

the cross-classifying variables assume the
values that specify the cell in question. Cell
suppression is widely used for data on
establishments because counts of “1” may
uniquely identify a firm in a given
industrial sector. (See the discussion of
uniqueness and identity disclosure above.)

Current practice at the U.S. Census
Bureau is to suppress any cell where n or
fewer respondents make up k or more
percent of that cell’s value. Such cells are
referred to as primary suppressions. The
bureau keeps the values of n and k as well
as the method used for their selection con-
fidential (Zayatz 1992), although such a
practice may well be excessive when viewed
from the perspective espoused in this paper.
One way to view the choice of the values of n
and k is via the Duncan—Lambert disclosure
limitation framework.

Because reported cross-classifications
usually include the corresponding marginal
totals, suppressing a single cell produces
multiple masks of the same matrix and,
taken together, these masks do not disguise
the data — the value of a deleted cell in a
two-way array can be retrieved from the
other entries in the same row or column
combined with the corresponding marginal
total. Thus methods for cell suppression in
cross-classifications also choose other cell
values for suppression; these are often
referred to as complementary suppressions.
Determining “desirable” patterns of comple-
mentary suppressions is an active area of
research, especially for multi-way cross-
classifications (e.g., see Zayatz 1992;
Sullivan and Rowe 1992). Multiple primary
suppressions combined with complemen-
tary suppressions may also produce sup-
pressed values in the marginal totals. Little
(1993) considers an application of his likeli-
hood approach to the suppression problem
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and also discusses imputation as an alterna-
tive to suppression. The Duncan-Lambert
disclosure limitation approach can also be
used to study the choice of appropriate com-
plementary suppressions.

5. Statistical Versus Administrative Uses of
Data

Government agencies and researchers
often turn to data originally collected for
administrative or regulatory purposes in
order to carry out statistical analyses.
Thus the Social Security Administration
(SSA) or the Internal Revenue Service
(IRS) will often use agency data collected
in the administration of their day-to-day
activities to investigate larger issues, or at
least ones not directly related to the indivi-
duals or establishments that provided the
original information. For example, IRS
conducts periodic samples of tax returns
and then carries out full audits on them in
order to determine operational rules on
when to conduct audits of other returns.
These data have been used by various
researchers to study issues related to
deterrence (e.g., see Clotfelter 1983;
Klepper, Mazur, and Nagin 1991; Klepper
and Nagin 1989; Poterba 1987). Statisti-
cally derived files from administrative
records may be matched and linked with
other statistical data bases to create new
files with more individual information
than that possessed by the original admini-
strative agency. Such statistical data bases
create additional problems for disclosure
prevention since different agencies have
different disclosure policies and rules.
When statistical data bases are derived
from administrative or regulatory data
there is the added issue of reverse access.
Suppose an agency matches tax records
from the IRS with other information in a
separate statistical file, thus appending



Fienberg: Needs for Access to Statistical Information and Demands for Confidentiality 127

variables to the original files for at least
some individuals. The resulting files may
well have new administrative or regulatory
value and the information contained
therein may, if provided to the IRS,
adversely affect the individuals’ tax
liabilities. Special protection is required to
preserve the confidentiality of such files.

As a general rule, statisticians have
argued that, while administrative data can
be used for statistical purposes, statistical
data must not be used for regulatory
purposes. This has been described as the
principle of  functional separation
(Duncan, Jabine, and de Wolf 1993). A
recent example involving establishment
data from the Energy Information Agency
(EIA) illustrates the problems raised by
the violation of this principle and the fact
that the statistician’s perspective on the con-
fidentiality of statistical data is not always
shared by others in government. For a
related description see Kirkendall (1992).

EIA collects information for statistical
purposes from individual oil companies on
prices, costs, capacity, and output, under
the authority of the Federal Energy
Administration Act®. Some of the major
oil companies are known to be included in
EIA surveys with certainty while others
(smaller independent companies) are
included with probabilities less than one.
EIA has a disclosure policy* which restricts
access to these data by other federal
agencies unless the individual companies
consent, a court has ordered the disclo-
sure, or the President has so directed.

A few years ago, the Antitrust Division of
the Department of Justice, in its investiga-
tion of gasoline and heating oil pricing,
requested access to individually identifiable
company data collected by EIA, citing as
its authority another section of the Federal

3 18 USC 1905.
4 45 Federal Register 59, 812 (September 10, 1980).

Energy Administration Act.’ Relying upon
its confidentiality policy, EIA refused the
request. The Department of Justice Office
of Legal Counsel, when asked for its
opinion, responded that EIA was required
to provide the requested information.
EIA’s concern related not only to its obliga-
tions to the individual oil companies under
its original pledge of restricted confidenti-
ality but also to the level of cooperation it
was likely to achieve in future surveys.
Others in and out of the federal govern-
ment expressed grave concerns regarding
the precedent that would be set by the
surrender of individual statistical data for
regulatory purposes.

Before this dispute could be settled, the
Department of Justice made a different
request for access to data for enforcement
purposes linked to an investigation associ-
ated with the Gulf War. EIA did not
respond with the data and the Department
of Justice found an alternative source for
the information in this second request.
Finally, with the change in administration
in 1993, the original request was dropped.

While EIA did not surrender the data it
believed were protected under its pledge of
confidentiality, damage was done to its
credibility, in terms of the public percep-
tion of the confidentiality of EIA data.
Furthermore the legal status of EIA’s con-
fidentiality guarantees remains in doubt
and a cause for heightened concern
amongst those working with statistical
data bases, both inside and outside of U.S.
statistical agencies (see the related discus-
sion and recommendations in Duncan,
Jabine, and de Wolf 1993).

6. Related Issues

Computers are not the only threat to the
confidentiality of survey and other

515 USC 771(£)(1).
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research data. The courts pose an
additional threat. When a researcher
conducts a study that is subsequently
introduced (possibly by someone unre-
lated to the researcher) as evidence by
one party in a legal proceeding, courts
have ruled that the original researcher
must provide the data for examination by
the opposing party (e.g., Barinaga 1992).
Many courts in the United States have
recognized the need to preserve confidenti-
ality for data produced in such circum-
stances and have authorized the removal
of identifiers (but see examples of
exceptions described by Marshall 1993).
Unfortunately, issues such as those dis-
cussed in Sections 3 and 4 have not been
prominent in such cases. The release of
epidemiological information from retro-
spective studies involving rare diseases
linked to specific products poses special
problems since the names and other infor-
mation about affected individuals may
already be known. This was the situation
in a celebrated legal battle over access to a
study linking aspirin to the occurrence of
Reyes’ Syndrome in the 1980s (e.g., see
Fienberg 1994).

A topic that continues to generate con-
siderable debate and even strong emotion
in the United States is the sharing of con-
fidential data among statistical agencies.
Unlike the problem of statistical versus
regulatory uses of data discussed in the
preceding section, what is at issue here is
the sharing of data where (a) both
agencies engage in only statistical activ-
ities and (b) the data shared would be
covered by a legally-based guarantee of
confidentiality in the recipient agency.
For years, the Census Bureau resisted
requests for such sharing, citing the
language of Title 13 as forbidding it.
About 15 years ago, the Carter Adminis-
tration’s Statistical Reorganization Project
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proposed legislation that would address
this issue through the creation of “pro-
tected statistical centers.” The legislation
was never enacted, however, and the
difficulty of sharing confidential data
among agencies still exists.

Establishment data raise special concerns
regarding disclosure, as we have noted in
previous sections, and government statisti-
cal agencies in the United States have been
especially cautious in releasing information
from establishment surveys. Because of the
language in Title 13, the Census Bureau
had long resisted sharing its Standard
Statistical Establishment List of U.S. busi-
nesses with other statistical agencies (e.g.,
see the discussion in Alexander 1983),
although there is now an agreement
between the Census Bureau and the Bureau
of Labor Statistics on sharing information
about Standard Industrial Codes (SIC).

Finally, we note that the Census Bureau
has recently suggested that the confiden-
tiality protection provided by Title 13
extends to all address lists of housing units
that it prepares, even if that information is
not necessarily gathered from specific
individuals or under a pledge of confiden-
tiality. This is likely to be a topic of sub-
stantial debate in the next several years,
both because of interest in the use of admin-
istrative records for census purposes and
because of the bureau’s own attempts to
market its Topologically Integrated Encod-
ing and Referencing (TIGER) system,
developed originally for the 1990 decennial
census. TIGER includes as complete an
address listing for households in the United
States as the bureau possesses and different
pieces of information in TIGER come from
diverse sources, including information
collected in connection with the 1990
decennial census, but not necessarily under
representations of confidentiality made by
the bureau under Title 13. For example,
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see the discussion of this issue in Panel on
Census Requirements in the Year 2000
and Beyond (1993).

7. Summary

With the growth of computer-based
government records and the collection of
statistical data for research, and the new
era of computing and telecommunications
that has emerged in the past decade, the
demand for greater access to data has
increased dramatically. So too has the
risk that someone who gains access to a
data set will either intentionally or
inadvertently identify individuals and
information about them. Statistical agen-
cies and survey researchers have always
been concerned about the need to pre-
serve the confidentiality of respondents in
order to ensure the quality of the data
provided, and these concerns have been
heightened by the decline in response
rates for censuses and surveys over the
past two decades.

In this paper I have attempted to discuss
the conflict between the perspective of
access to data, on the one hand, and
demands for confidentiality on the other.
In doing so, I have adopted a technical
definition of disclosure and suggested that
it be used to formally assess the trade-offs
between access and confidentiality, and
to understand the effect of disclosure-
avoidance methods such as matrix masking
and cell suppression. I do not have a pre-
scription on assessing such trade-offs, but
I believe that a fully Bayesian perspective,
viewing disclosure from the perspective of
an intruder, holds the most promise.
Further, I believe that we would all benefit
from detailed case studies, ones where
there is far greater detail than is typically
afforded by a journal article or a confer-
ence proceedings paper, since no single

approach will suffice for all organizations
and agencies or even all data sets within
an agency.
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